
IDENTIFIABILITY OF THE HUMAN 
MICROBIOME: INVESTIGATOR PERSPECTIVES



Data Sharing Policies in Genomic Research



• Developed in the context of large-scale 
sequencing studies (HGP, HapMap)
– Primary purpose: create a community resource
– Cost efficient
– Promotes scientific utility



Data Release



“Specifying DNA 
sequence at only 30 
to 80 statistically 
independent SNP 
positions will 
uniquely identify a 
single person.”





Identifiability of Aggregate Data



HMP Data Release and Resource 
Sharing Guidelines

• Guiding principle: pre-publication 
metagenomic and associated data released 
to scientific community as rapidly as 
possible via deposition into public 
databases.

• Potentially identifying data submitted to 
dbGaP.

• http://commonfund.nih.gov/hmp/datareleaseguidelines.aspx



HMP Consent Form
• Clinical data: coded and submitted to dbGaP

• Microbiome data: coded and placed in open access 
(public) database
• “Every effort [will be made] to remove any human DNA data 

from the microbe genetic data”

• Human DNA from blood: aggregate data publicly 
released; individual level data in dbGaP

“There is a small risk that someone 
outside the project could learn some 

information about you.”



Ethical, Legal, and Social Dimensions of Human 
Microbiome Research (NIH 1 R01HG004853)

• Overall Goal: Identify and analyze 
ethical challenges associated with 
human microbiome research from the 
perspective of stakeholders

• Method: In-depth interviews

– Investigators/Project Leaders (n=63)

– BCM Jumpstart Recruits (n=50)



Preliminary Findings: 
Investigator Perspectives

• 3 issues related to data sharing 
and identifiability
– Human contamination

– Identifiability of the microbiome

– Linking human DNA, metadata, 
and microbiome



• Problem: microbiome DNA contains some human 
DNA (novel variants)

• Filtering options: 
– Screen against human genome sequence and only release what 

doesn’t hit human genome

– Screen against known bacterial sequence and only release what hits 
known bacterial sequence

– Investigator explanation: “by doing the latter, you’re potentially 
losing a lot of novel microbial information… by doing the former 
approach you’re potentially releasing some human genome 
sequence to the public…”

Human Contamination



Investigator Perspectives on 
Human Contamination

• Many feel filtering efforts are appropriate

• But others are more critical
– They consent to the risks: “I go back and forth on how much I 

worry about it—because I think, in general … they give up their 
DNA samples and they sign a consent, and they have a certain 
amount of understanding of what’s going to happen with their 
information.”

– The risks are small: “I know that in theory if someone wanted to 
invest a lot of effort that maybe they could trace it back to the 
individual. But it’s like, come on… what are the real consequences 
of that?”

– It’s a waste of money: “we’re not achieving the de-identification, 
and we’re spending a lot of money pretending we are.”



Identifiability of Microbiome:
Is My Microbiome Part of My Identity?

• Some think of the microbiome as part of who 
we are
– “I think your microbiome is you. It has a huge impact on 

you, so it’s really you.”

• Others  think of it as separate from us
– “[My subjects] don’t view yet that their microbial DNA is 

part of their genetic landscape. They still have the sense of 
‘other’to it, so that they don’t sense that we are learning 
something about them.” (emphasis added)



Identifiability of Microbiome: 
Is My Microbiome Unique To Me?

• Some think it is unique and thus identifiable
– “I’m quite convinced that the day will come when 

microbiome analysis will be fairly unique to an individual 
just like their own DNA is.”

• Others don’t or are uncertain
– “I have a hard time believing that you could identify an 

individual from the microbiome.” 

– “I guess one of the issues is stability of the microbiome.”



Together these results 
demonstrate that bacterial 

DNA can be recovered from 
relatively small surfaces, that 

the composition of the 
keyboard-associated 

communities are distinct 
across the three keyboards, 
and that individuals leave 

unique bacterial ‘fingerprints’ 
on their keyboards.



Linking Human DNA, Metadata, and 
Microbiome



The Missing Link

• Linking microbiome to human DNA
– “when you understand something about the microbiome, you 

need to know something about the host eventually…at some 
point linking those pieces of information clearly makes sense”

• Linking microbiome to metadata
– “I think the main issue related to data sharing is the lack of 

metadata… associated with the sample…it’s hindering data 
sharing…. there are efforts on-going trying to establish 
standards of data sharing among groups of researchers, but I 
think that effort has been…initiated a little too late.”



Policy Options

Data Release

Restricted PublicNo Release
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Investigator Perspectives

• Risks of harm are low but uncertain so protect
– “I don’t think it’s going to be a problem, but because we 

don’t know for sure, that’s the kind of thing that makes us 
anxious.”

– “I wouldn’t necessarily assume that anyone would have 
both the motivation and the time… as well as just the lack 
of ethics, to use it for some undesirable purpose. But… it is 
always a possibility even though it is remote. So one does 
not want to be in a situation where I wasn’t careful enough 
about patient data.”

– “You really wouldn’t want to see that on the front page that 
if we messed up and someone got identified.”



Investigator Perspectives

• Benefits of public release
– “there’s about a ten to a hundredfold factor of the number 

of people who use open access and controlled access, so 
we clearly want this data in open access where it can be 
most used by the research community.”

• Benefits outweigh the risks
– “I think we’ve complicated things a whole lot by raising all 

kinds of concerns about privacy…if we inadvertently 
sequence human DNA…“so what?” that’s the only risk 
that’s entailed in this study, and to me that’s a very remote 
risk, greatly, greatly outweighed by actual potential benefit 
to society.”



• They know what they are getting into
– “[The subjects] signed consent forms, knowing that their 

sequence could be released into the public domain...”

• You can’t plan for everything
– “You know, there are things we don’t know. Okay, so you 

don’t know what you don’t know.”

• Need greater accountability for misuse
– “I think the data can and should be disseminated, but 

those individuals need legal protection... In the event that 
their identity is revealed, the onus should be on the 
people who misuse the information, rather than the 
people who are providing the information.”



Lessons From Genomics and HMP 
Participants

• Participants worry about their privacy

• They generally trust researchers

• They want their samples/data used

• They are comfortable with broad data 
sharing and linkage to clinical data, but 
not to personal identifiers

• They want to be asked

• It’s really about RESPECT
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