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Data Sharing Policies in Genomic Research

« Rapid public release of all generéted sequence data

1991 NHGRI and DOE data release policy
1996 Bermuda Principles
2000 NHGRI policy extension
2003 Ft. Lauderdale Principles

2003 NHGRI policy
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» Must balance scientific and clinical utility with
privacy protection

1- Traditional means of protecting privacy: de-
identification

* Problem: DNA is a unique identifier




GEMNETICS

Genomic Research and
Human Subject Privacy

Zhen Lin," Art B. Owen,? Russ B. Altman'*

nterest in understmnding how

genetic variations influence

heritable disaases and the re-
sponse to medical reatments is
intense. The academic communi-
ty mlies on the availability of
public databaszes for the distribu-
tion of the DMNA sequences and
their variations. However, like
ather types of medical informa-

Privacy

tiom, hurman genomic data are pri- Livw—

vate, intimate, and sensitive.
Gemormnic data have maised spacial
concerns about discrimination,
stigrratization, or loss of insur-

High-|

POLICY FORUM

mation. Mo genetic data will be providad
unless a user can demonstrate that he or she
is associated with a bona fide academic, in-
dustrial, or governmental eseach unit and
agmeas to our usags policies (including audit
of data access) (1. Although this does not
prevent data abuss, it provides a way to
momitor usage.

Social concerns about privacy

* Insufficient for fisiure genomic research

Qoo Insuliclent for privacy profection
el s

ame intricately connected to beliefs
about benefits of msearch and
trustworthiness of rsearchers and
governmental agencies. In the
United States, ther Health Inaumance
Partability and Accountshility Act
of 199 (HIPAA) and the associat-
ad Privacy Rules of 2003 (J1) gen-
emally forbid sharng identifiable
data without patient consent
However, they do not specifically

g = 1
Indepandant SHPs

ance or employment for individu-  Trade-offs between SNPs and privacy.

als and their relatives (Jf, 21
Public dissemination of thess data posas
nonintuitive privacy challenges.

Unrelated persons differ in about 0.1%
of the 3.2 billion baze= in their genomes
(7). Mow, the most widely used forms of
fomensic identification rely on only 13 to
15 locations on the genome with varishle
repeats (4, 51 Single nucleotide palyrmor-
phisms (SMP=) comtain information that
can be used to identify individuals (5, &), If
someona has access to individual genetic
data and performs matches to public SHP
data, a small set of SMPs conld lead to suc-
cassful matching and identification of the
individual. In such a case, the rest of the
gemotypic, phenotypic, and other informa-
tion linked to that individual in publ
meords would also bacome ovpilahle.

The world populajoris roughly 10°%
Specifying DNA saquence at anly 30 to 80
statistically independent SHP positions will
uniquely define a single persom (7). Further-
more, if some of these positions have SMPs
that are mlatively e, the number that nead
to be tested is much smaller If information
about kinship exists, a few positions will con-
fim it. Thus, the transition from pefsare to
idertiffable is very mpid (sae the figura)

Tension betwesn the desire to protect
privacy and the need to ensure access to sci-
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entific data has led to a search for new tech-
nologies. However, the hunlles may be
greater than had been suspected. For exam-
ple. ome approach to protecting privacy isto
limit the amount of high-quality data re-
leazad and randomly to changs a small per-
centage of SMPs for each subject in the
databasa (&), Supposa that 1 026 of SMPs are
mandormty changed in a sequence of DNA, a
faitly major obfiscation that would not
please mary genetics ressamchers, Our esti-
mates (7} show that measuring as fow T 75
statistically independent P would de-
fine a small gropp-imat contained the meal
owner of Hre DNA. Disclosure control
metiGds such as data suppression, data
swapping, and adding noise would be unac-
captable by simmilar arguments.

A second approach is to group SNPs
into bins. Disregarding exact genormic lo-
cations of SMPs increases the number of
records that share the same values, thus in-
creasing confidentiality. Our calculations
(7) show that such strategies do not protect
privacy, bacausa the pattermn of binned val-
ues is unlikely to match ampone other than
the cwner of the DA, Data analysis would
ber greatly complicated by binming, and the
information content would be severaly re-
duced or even eliminated.

Until technological imovations appear,
salutions in policy and megulations must ba
found. We are building the Pharmace-
genatics and Phamacogenaomics Knowledgs
Buase (8, @), which contains individual geno-
type data and asseciabed phenotype infor-
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addmss use or disclosure policies
far human gemetic data. Recent de-
bate= in Iceland Estonia, Britain,
and elsawhere (J2-15) reveal a
range of views on the theats posad
by genetic information. The United Staes
may be at onz end ofthis spectnum, as its cit-
izens seem to strongly desite health privacy.
‘Whatever the setiing, we recommend explic-
it clarifications to rules and legislation (sach
a5 HIPAA), so that they explicitly protect-os
netic privacy and sat strong pepaies for vio-
lations, These clarfications should define
emtities authorzeT to use and exchangs hu-
map genétic data and for what purpases.
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“Specifying DNA
sequence at only 30
to 80 statistically

Independent SNP
positions will
uniquely identify a
single person.”
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Identifiability of Aggregate Data
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Resolving Individuals Contributing Trace Amounts of
DNA to Highly Complex Mixtures Using High-Density
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DNA databases blocked from the public

The National Institutes of Health removes patients’ genetic profiles from its website after a study reveals that a
new type of analysis could confirm identities.
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Published online 4 September 2008 | Nature | doi:10.1038/news.2008.1083

Researchers criticize genetic
data restrictions

Fears over privacy breaches are premature and will impede research, experts say.

Matasha Gilbert



HMP Data Release and Resource
Sharing Gwdelmes

e Guiding principle: pre- publlcatlon
metagenomic and associated data released
to scientific community as rapidly as
possible via deposition into public
databases.

4- Potentially identifying data submitted to

dbGaP.

* http: //commonfund nih. gov/hmp/datareleasegmdellnes aspx
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HMP Consent Form

e Clinical data: coded and submitted to dbGaP
 Microbiome data: coded and placed in open access
(public) database

e “Every effort [will be made] to remove any human DNA data
from the microbe genetic data”

e Human DNA from blood: aggregate data publicly
released; individual level data in dbGaP




Ethical, Legal, and Social Dimensions of Human
Microbiome Research (NIH 1 RO1IHG004853)

e Overall Goal: Identify and analyze
ethical challenges associated with
human microbiome research from the
perspective of stakeholders

e Method: In-depth interviews
— Investigators/Project Leaders (n=63)
— BCM Jumpstart Recruits (n=50)




Preliminary Findings:
Investigator Perspectives
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Investigator Perspectives on
Human Contamination




ldentifiability of Microbiome:
Is My Microbiome Part of My Identity?




ldentifiability of Microbiome:
Is My Microbiome Unique To Me?




Forensic identification using skin bacterial communities
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Recent work has demondtrated that the diversity of skin-associated
bacterialcommunities & farhigher than previewsly recognized, with a
high degree of interindividual variab in the composition of
bacterial oomm ies. Given that skin bacterial communities are
personalized, we hypothesived that we could use the residual skin
bacteria left on objects for forensic identification, matdhing the
bacteria on the object to the skin-asodated bacteria of the individual
who touched the objec. Here we desoribe a series of studies de-
monstrating the validity of this approach. We show that ski

asociated baderia canbe readily recovered from surfaces {induding
single computer keys and computer mice) and that the stredure of
these comm unities can be used to differentiate objects handed by
di fferent individuals, even if those objecs have been left unto uhed
for up to 2 weeks at room temper sture. Furthenm ore, we demon-
strate that we can use a high-throug hput pyresequendng-bated ap-
proach to guantitatively compare the baderial communities on
abjects and skin to matdh the objed to the individual with a high
degree of certainty. Although additional work i needed to further
establish the utilityof this approadh, this series of studies introduces a
forensics approach that could eventually be wsed to independently
evaluate resulis obtained using more traditional forensic practices.

bacterial forenses | human micrablome | pyrosquencing | sion
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Results and Discussion
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Together these results
demonstrate that bacterial
DNA can be recovered from
relatively small surfaces, that
the composition of the
keyboard-associated
communities are distinct
across the three keyboards,
and that individuals leave
unigue bacterial ‘fingerprints’
on their keyboards.




Linking Human DNA, Metadata, and
Microbiome




The Missing Link




Policy Options

Link to
Personal
Identifiers

Linkage
Link
Datasets

No Link

No Release Restricted Public

Data Release



Investigator Perspectives
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Lessons From Genomics and HMP
Participants
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